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t. A way for preventing SPA-like atta
ks on ellipti
 
urve sys-tems is to use the same formula for the doubling and the general additionof points on the 
urve. Various proposals have been made in this dire
-tion with di�erent results. This paper re-investigates the Ja
obi formsuggested by Liardet and Smart (CHES 2001). Rather than 
onsideringthe Ja
obi form as the interse
tion of two quadri
s, the addition lawis dire
tly derived from the underlying quarti
. As a result, this leadsto substantial memory savings and produ
es the fastest uni�ed additionformula for 
urves of order a multiple of 2.Keywords. Ellipti
 
urve 
ryptosystems, uni�ed addition formula, side-
hannel analysis, SPA-like atta
ks, smart 
ards.1 Introdu
tionIn 1996, Ko
her introdu
ed the so-
alled side-
hannel atta
ks. By monitoringsome side-
hannel information (e.g., timing [7℄ or power 
onsumption [8℄), anatta
ker tries to retrieve se
ret data involved in a 
ryptographi
 
omputation. Forellipti
 
urve 
ryptosystems, a na��ve implementation of the point multipli
ationis parti
ularly sus
eptible to su
h atta
ks as the 
lassi
al formul� for doublinga point and for adding two (distin
t) points are di�erent. Hen
e, a

ording tothe implemented 
rypto-algorithm, a simple power analysis (SPA)y 
an yield thevalue of multiplier d used in the 
omputation of Q = dP on an ellipti
 
urve.A promising way for preventing SPA-like atta
ks 
onsists in re-writing theaddition formula so that the doubling and the general addition be
ome indistin-guishable from some side-
hannel information. In parti
ular, an addition formulavalid for both the doubling and the addition would be helpful.y There is another 
lass of side-
hannel atta
ks, the di�erential atta
ks, but we do not
onsider them as eÆ
ient prote
tions are known (e.g., see [4℄).



2 Olivier Billet and Mar
 Joye1.1 Related workThe use of a uni�ed formula for the addition of points on an ellipti
 
urve as ameans for preventing SPA-like atta
ks has been independently suggested in [6℄and [10℄. In [6℄, the authors suggest the Hessian form while in [10℄, the inter-se
tion of two quadri
s is 
onsidered. Uni�ed addition formul� for the generalWeierstra� parameterization are given in [1℄.1.2 Our resultsBuilding on [10℄, we 
onsider the Ja
obi form not as the interse
tion of twoquadri
s but as a quarti
. This allows points to be represented with triplets in-stead of quadruplets. Furthermore, this 
onsiderably redu
es the number of re-quired (�eld) multipli
ations. As a result, we obtain the most eÆ
ient (memory-wise and 
omputation-wise) uni�ed formula for adding points on an ellipti
 
urvewhose order is a multiple of 2. In parti
ular, 
ompared to [10℄, we get a 23%speed-up improvement with fewer memory requirements.1.3 Organization of the paperThe rest of this paper is organized as follows. In the next se
tion, we respe
tivelyreview the Ja
obi form of an ellipti
 
urve as the interse
tion of two quadri
sand as a quarti
. Then, in Se
tion 3, we show how the quarti
 model helps toprevent SPA-like atta
ks. Finally, we 
on
lude in Se
tion 4.2 Ja
obi ModelsThroughout this paper, we assume that K represents a �eld of 
hara
teristi
CharK 6= 2. Furthermore, sin
e our ultimate goal is the study over large prime�elds, we also assume that CharK 6= 3.2.1 Interse
tion of two quadri
sIt is well known that any ellipti
 
urve over K 
an be embedded as the interse
-tion of two quadri
s in P3 [2, Chapter 7℄. Indeed, a point (x; y) on a Weierstra�ellipti
 
urve y2 = x3 + ax+ b
orresponds to the point (X;Y; Z; T ) on the interse
tion� X2 � TZ = 0Y 2 � aXZ � bZ2 � TX = 0 (1)via the map (x; y) 7�! (X;Y; Z; T ) = (x; y; 1; x2).



The Ja
obi Model of an Ellipti
 Curve and Side-Channel Analysis 3As for the Weierstra� parameterization, the group law on the interse
tion oftwo quadri
s has a ni
e geometri
al interpretation [11℄. Let P1 = (X1; Y1; Z1; T1)and P2 = (X2; Y2; Z2; T2) be two points on the interse
tion given by Eq. (1).Then, the sum P3 = P1 +P2 = (X3; Y3; Z3; T3) is given byX3 = F(P1;P2)H(P1;P2) ; Z3 = H(P1;P2)2 ;Y3 = Y1 G(P2;P1) + Y2 G(P1;P2) ; T3 = F(P1;P2)2 ;whereF(P1;P2) = T1T2 � 2aX1X2 � 4b(X1Z2 + Z1X2) + a2Z1Z2 ;G(P1;P2) = T 21 T2 + 2aX1T1X2 + 4bX1T1Z2 + 3aZ1T1T2+ 12bZ1T1X2 � 3a2Z1T1Z2 + 4bZ1X1T2 � 2a2X1Z1X2� 4abX1Z1Z2 � a3Z21Z2 � 8b2Z21Z2 ;H(P1;P2) = 2Y1Y2 +X1T2 + T1X2 + a(X1Z2 + Z1X2) + 2bZ1Z2 :The above formul� present the parti
ularity of being valid for both the dou-bling and the general addition. This was therefore 
onsidered in [10℄ as a meansfor preventing side-
hannel atta
ks. However, as already noti
ed there, these ad-dition formul� are overly involved to be of any use in real-life implementations.Following [3℄, attention was therefore restri
ted to the parti
ular 
ase givenby � X2 + Y 2 � T 2 = 0(1� �)X2 + Z2 � T 2 = 0 : (2)As shown in [10℄, this 
orresponds to the Weiertra� equationy2 = x(x + 1)(x+ �) ([fOg) (3)via the inverse maps(x; y) 7�! (�2y; x2 � �; x2 + 2x�+ �; x2 + 2x+ �); O 7�! (0; 1; 1; 1)and(X;Y; Z; T ) 7�! (O if X = 0 and Y = Z = T ;� �(Z�T )(1��)Y�Z+�T ; �(1��)X(1��)Y�Z+�T � otherwise :From the Weierstra� form (Eq. (3)), it 
learly appears that this ellipti
 
urvehas three points of order 2. This implies that this ellipti
 
urve 
ontains a 
opyof Z2�Z2 and so its group order is a multiple of 4.The addition law, P3 = P1 + P2, on the spe
ialized interse
tion given byEq. (2) be
omesX3 = T1Y2 �X1Z2 + Z1X2 � Y1T2; Z3 = T1Z1T2Z2 � k2X1Y1X2Y2;Y3 = T1Y2 � Y1T2 � Z1X2 �X1Z2; T3 = (T1Y2)2 + (Z1X2)2; (4)so that 16 (�eld) multipli
ations (plus 1 multipli
ation by 
onstant k2) are re-quired. The inverse of a point P1 = (X1; Y1; Z1; T1) is �P1 = (�X1; Y1; Z1; T1).Again, we see that (ex
luding the neutral element (0; 1; 1; 1)) there are threepoints of order 2, namely, (0;�1; 1; 1), (0; 1;�1; 1) and (0; 1; 1;�1).
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 Joye2.2 Ja
obi quarti
Ja
obi also studied quarti
s of the formy2 = (1� x2)(1� k2 x2) (5)with k 6= 0;�1. This type of ellipti
 
urve 
an be parameterized with Ja-
obi's ellipti
 fun
tions, namely the \sinus amplitudinus" and its derivative.So, a point P = (x; y) on the Ja
obi quarti
 given by Eq. (5) is represented as(sn(u); 
n(u) dn(u)). From the ri
h body of addition formul� for ellipti
 fun
-tions (see [13℄ for instan
e), we dire
tly derive the addition law on the quarti
.We havesn(u1 + u2) = sn(u1) 
n(u2) dn(u2) + sn(u2) 
n(u1) dn(u1)1� k2 sn(u1)2 sn(u2)2 ;
n(u1 + u2) = 
n(u1) 
n(u2)� sn(u1) sn(u2) dn(u1) dn(u2)1� k2 sn(u1)2 sn(u2)2 ;dn(u1 + u2) = dn(u1) dn(u2)� k2 sn(u1) sn(u2) 
n(u1) 
n(u2)1� k2 sn(u1)2 sn(u2)2 : (6)Hen
e, if (xi; yi) = (sn(ui); 
n(ui) dn(ui)) for i = 1; 2 are two generi
 pointson the Ja
obi quarti
, the sum (x3; y3) = (x1; y1) + (x2; y2) is given by(x3; y3) = (sn(u1 + u2); 
n(u1 + u2) dn(u1 + u2)) :Here again, the formul� present the tremendous advantage of remaining validfor the doubling (i.e., when u1 = u2).3 Preventing SPA-like Atta
ksWe 
onsider slightly more general quarti
s than those originally 
onsidered byJa
obi. Namely, we investigate quarti
s given byy2 = � x4 � 2Æ x2 + 1 : (7)(Ja
obi quarti
s 
orrespond to the 
ase � = k2 and Æ = (1 + k2)=2.)Remarkably, all ellipti
 
urves with a point of order 2 
an be expressed by aquarti
 equation of the form of Eq. (7). Let E denote an ellipti
 
urve (over K )zgiven by a Weierstra� equationy2 = x3 + ax+ bwith its point `at in�nity' O. Suppose that E has a point of order 2, say, (�; 0) 2E(K ). Then, the above Weierstra� ellipti
 
urve is birationnally equivalent tothe (extended) Ja
obi quarti
Y 2 = �X4 � 2Æ X2Z2 + Z4 (8)z Remember that we assume Char K 6= 2; 3.



The Ja
obi Model of an Ellipti
 Curve and Side-Channel Analysis 5with � = �(3�2 + 4a)=16 and Æ = 3�=4, under the transformations8<:(�; 0) 7�! (0 : �1 : 1) ;(x; y) 7�! �2(x� �) : (2x+ �)(x � �)2 � y2 : y� ;O 7�! (0 : 1 : 1) ; (9)and 8>><>>: (0 : 1 : 1) 7�! O ;(0 : �1 : 1) 7�! (�; 0) ;(X : Y : Z) 7�! �2(Y + Z2)X2 � �2 ; Z 4(Y + Z2)� 3�X2X3 � : (10)In Equations (9) and (10), the notation (X : Y : Z) stands for equivalen
e
lasses. Two triplets (X1 : Y1 : Z1) and (X2 : Y2 : Z2) represent the same point ifand only if there exists t 2 K nf0g su
h that X1 = tX2, Y1 = t2Y2 and Z1 = tZ2.We now give the group law on the ellipti
 
urve given by Eq. (8). From [9℄(see also [5℄), the sum of two points (X1 : Y1 : Z1) and (X2 : Y2 : Z2) is given by(X3 : Y3 : Z3) whereX3 = X1Z1Y2 + Y1X2Z2 ;Y3 = �(Z1Z2)2 + �(X1X2)2� [Y1Y2 � 2ÆX1X2Z1Z2℄+ 2�X1X2Z1Z2(X21Z22 + Z21X22 ) ;Z3 = (Z1Z2)2 � �(X1X2)2 : (11)The negation of a point (X : Y : Z) on the (extended) Ja
obi quarti
 (Eq. (8))is given by (�X : Y : Z).To sum up, our uni�ed method for adding points on an ellipti
 
urve with apoint of order 2 goes as follows. We �rst represent the given Weierstra� 
urve asa quarti
 given by Eq. (8) and transform points P1 and P2 a

ording to Eq. (9).Next, given the two points on the 
orresponding quarti
, (X1 : Y1 : Z1) and(X2 : Y2 : Z2), we apply the addition formula given by Eq. (11) and obtain(X3 : Y3 : Z3) = (X1 : Y1 : Z1) + (X2 : Y2 : Z2). Finally, we re
over the sum asa point on the initial Weierstra� 
urve, P3 = P1 + P2, by the transformationgiven by Eq. (10).Figure 1 details the pro
edure for adding points (X1 : Y1 : Z1) and (X2 : Y2 :Z2). It appears that only 13 (�eld) multipli
ations (plus 3 multipli
ations by
onstants) are required. We insist that the same pro
edure equally applies fordoubling a point. We further note that the neutral element is (0 : 1 : 1) and thatthe pro
edure remains valid for it too.When 
onstant Æ (resp. �) is small, the 
ost of a multipli
ation by Æ (resp. �)
an be negle
ted. A good 
hoi
e 
onsists in imposing a small value for � sin
ethis removes two multipli
ations by 
onstants |as shown in Fig. 1, there are2 multipli
ations by � and 1 multipli
ation by Æ. In parti
ular, most ellipti

urves over the prime �eld K = Fp , with three points of order 2, 
an be res
aled
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 JoyeT1  X1;T2  Y1;T3  Z1;T4  X2;T5  Y2;T6  Z2T7  T1 � T3 (= X1Z1)T7  T2 + T7 (= X1Z1 + Y1)T8  T4 � T6 (= X2Z2)T8  T5 + T8 (= X2Z2 + Y2)T2  T2 � T5 (= Y1Y2)T7  T7 � T8 (= X3 + Y1Y2 +X1X2Z1Z2)T7  T7 � T2 (= X3 +X1X2Z1Z2)T5  T1 � T4 (= X1X2)T1  T1 + T3 (= X1 + Z1)T8  T3 � T6 (= Z1Z2)T4  T4 + T6 (= X2 + Z2)T6  T5 � T8 (= X1X2Z1Z2)T7  T7 � T6 (= X3)T1  T1 � T4 (= X1Z2 +X2Z1 +X1X2 + Z1Z2)T1  T1 � T5 (= X1Z2 +X2Z1 + Z1Z2)T1  T1 � T8 (= X1Z2 +X2Z1)T3  T1 � T1 (= X21Z22 +X22Z21 + 2X1X2Z1Z2)T6  T6 + T6 (= 2X1X2Z1Z2)T3  T3 � T6 (= X21Z22 +X22Z21 )T4  � � T6 (= 2�X1X2Z1Z2)T3  T3 � T4 (= 2�X1X2Z1Z2(X21Z22 +X22Z21 ))T4  Æ � T6 (= 2Æ X1X2Z1Z2)T2  T2 � T4 (= Y1Y2 � 2Æ X1X2Z1Z2)T4  T8 � T8 (= Z21Z22 )T8  T5 � T5 (= X21X22 )T8  � � T8 (= �X21X22 )T5  T4 + T8 (= Z21Z22 + �X21X22 )T2  T2 � T5 (= (Z21Z22 + �X21X22 )(Y1Y2 � 2Æ X1X2Z1Z2))T2  T2 + T3 (= Y3)T5  T4 � T8 (= Z3)X3  T7;Y3  T2;Z3  T5Fig. 1. Uni�ed Addition on an (extended) Ja
obi quarti
.to the 
ase � = 1 as follows. Let (�1; 0), (�2; 0) and (�3; 0) denote the three pointsof order 2 on the Weierstra� 
urve, i.e., y2 = x3 + ax+ b = (x� �1)(x� �2)(x��3). Then, an appli
ation of map given by Eq. (9) with � = �1 transforms theWeierstra� 
urve into the (extended) Ja
obi 
urveY 2 = �X4 � 2Æ X2Z2 + Z4 (12)with Æ = 3�1=4 and � = �(3�21 + 4a)=16 = (�2 � �3)2=16. If p � 3 (mod 4) then�1 is not a square modulo p and 
onsequently either (�2� �3) or �(�2� �3) is asquare modulo p. Letting � a square-root of the 
orresponding square �(�2��3),it follows that � = �4=16 = (�=2)4. If p � 1 (mod 4) then there is a 1=8 
han
ethat we 
annot �nd a pair of indi
es su
h that (�i � �j) is a square modulo p. Ifsu
h a pair exists, we let � denote the 
orresponding square-root and again, after



The Ja
obi Model of an Ellipti
 Curve and Side-Channel Analysis 7a possible re-arrangement, we get � = (�=2)4. The 
hange of variable X  2X=�then transforms the previous quarti
 intoY 2 = X4 � 2�X2Z2 + Z4 (13)where � = 4Æ=�2.This latter 
ase 
orresponds exa
tly to the 
urves 
onsidered by Liardet andSmart ([10℄). The �rst advantage of using the quarti
 representation is that only13 multipli
ations (in Fp ) plus 1 multipli
ation by 
onstant � are required |therepresentation as the interse
tion of two quadri
s requires 16 multipli
ations (inFp ) plus 1 multipli
ation by 
onstant k2 (
f. x 2.1)| resulting in a ( 1613�1) ' 23%speed improvement. The se
ond advantage is that fewer memory resour
es arerequired sin
e points are represented with triplets instead of quadruplets.4 Con
lusionThis paper revisited the Ja
obi model initially suggested in [10℄ as a means forpreventing side-
hannel atta
ks. Using an (extended) form of the Ja
obi quarti
,we derived a uni�ed addition formula for adding or doubling points with only13 �eld multipli
ations. This is the fastest known uni�ed addition law for ellipti
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The Ja
obi Model of an Ellipti
 Curve and Side-Channel Analysis 9Consequently, the Weierstra� 
urve E (Eq. (14)) is also equivalent to the Ja
obi
urve Y 2 = X4 � 2�X2Z2 + Z4 (15)with � = 4513535057349470453996210490020750613469858160756852710254 viathe map 8<:(�1; 0) 7�! (0 : �1 : 1)(x; y) 7�! ��(x � �1) : (2x+ �1)(x � �1)2 � y2 : y�O 7�! (0 : 1 : 1)and 
onversely, the Ja
obi 
urve (Eq. (15)) is equivalent to the initial Weierstra�
urve (Eq. (14)) via the map8>><>>: (0 : 1 : 1) 7�! O(0 : �1 : 1) 7�! (�1; 0)(X : Y : Z) 7�! ��2(Y + Z2)2X2 � �12 ; Z� �2(Y + Z2)� 3�1X22X3 � :


